Electronic Official Personnel Folder

eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Logon ID Retrieval
and Password Reset for Current Users

Using the Self-service Feature

To access eOPF, the user requires an eOPF ID and password. If the user has forgotten one
or both of these, the user may obtain new eOPF ID and password by using the eOPF self-
service feature. Using this self-service feature in eOPF, a user does not need to contact the
eOPF Help Desk or the agency’s HR Office for an eOPF ID or password reset.

This Quick Reference document on self-service eOPF ID and password reset consists of
three sections:

Part 1. Request Your eOPF ID
Part 2: Request a New eOPF Password

Part 3: Change Security Questions and Add Custom Questions
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Part 1: Request Your eOPF ID

Step Action Screen Shot

Access your SpeCIfIC agency This is an official United States Government computer system, which may be accessed and used only for official
. G t busi by thorized |. Unautherized f thi ke sk bject violat:
eOPF URL at: mu:ﬁg;’:;:ldvﬁ:;l::;;ory;s;i"?;f:tiviegscz;:? nauthorized access or use of this computer system may subject violators
. All infi it thi e st be ints pted, ded, read, ied, and disclosed by d i thorized
httpS//eODfODm QOV/nasa per‘sno::!e..laﬁ‘)‘:r:)f%:ial :u‘;g?szl;,?rrl;fjdii? cr:i.rar:n: ;:viﬁ?ga;ontﬁ:sge:s oll:e:se g?i‘:is c?)r:npulggrog\?ste;a;y ar?ya:ersf;lze
whether authorized or unauthorized, constitutes consent to these terms.
Read the eOPF US er Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent to
secure testing and monitoring.
1 Ag reem ent page Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing and
monitoring.
CIICk the Accept bUtton . Signing into this application indicates you have read and accepted the Rules of Behavior, and you consent to secure testing
and monitoring.
Welcome to the National Aeronautics and Space Adminisiration (NASA) eOPF
system for use by NASA employees only.
From the eOPF Logon screen,
click the Request Your eOPF
ID link.
2 [ SUBMIT | CLEAR
From the Request Your eOPF
Request Your eOPF ID
ID page, enter the
s LaSt 5 dlglts Of your SSN Purpose: This feature allows you to request your 0PF ID. Please enter information in the following fields.
e First 4 letters of your last
name
3
: -
i T —
e Date of birth (mm/dd/yyyy) e reo)
First 4 letters of your lastname: | [ | 1f your last name is less than 4 characters, please enter your full last name.
DateOfBirthd
Click the Submit button. o
l Submit I Cancel
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Action Screen Shot

The Answer Security
Question page displays, Answer Security Question
requesting an answer to one of
the Security Questions that you
chose.

Enter the appropriate response To complete your identification process please answer the following security question.

4 Click the Submit button.

What is the middle name of your oldest child?l[ ]

The Request Your eOPF ID Request Your OPF ID
page displays stating that your
Login ID request has been

Your eOPF ID request has been processed and an email will be sent to you with your €OPF Login ID within the next 60 minutes.

Su bm |tted f0r proceSSIng . Please make sure you check your spam or junk email folder if you do not see the email within 60 minutes. If you did not receive
an email, please contact the helpdesk at stephen.carr@opm.gov for e. Please use "Missing eOPF ID eMail" in the
. . subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
5 C“Ck the C“Ck here tO I’etUI’n systems, if you click here, it will start an email for you.

to login page link.
DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

(et o oo s, |
I

. . I
Your eOPF ID will be emailed This eail Ls to BOLify you XBAt & reguest for your 0P 1D has been aade.
to the email address of record [Cooer w01 arai23es (enampier )
in eOPF. 1f yoo did ack isitiate this roguest, plosse costact the helpdesk at $46-275-851% os

eopf Bdivelesishq.con for assistance.
Please contact the eOPF Help The eCO? syatem is isplesested is aceordasce wvith the Privacy Aet of 1974, § U.5.C. @ S52a to
6 Desk if you do not receive an o

e o407 Belp Dosk (dial 864-
CLive measures can be taken.
pertaining to other

email with your eOPF ID.

\ any ®a300F, L0 A3y POTEOD OF #gescy not ontitled to receive it, may be found guilty of

sd ficed.

Meoncy: MIENCY)
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Step Action Screen Shot

Return to the eOPF Logon
page. Type in your eOPF ID
and your password.

Click the Submit button.

7 supat CLEAR
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Part 2: Request a New Password

Step Action Screen Shot

From the eOPF Logon page,
click the Request a New
Password link.

1
On the Request a New
Password page, enter your: Request a New Password
e eOPFID
° Last 5 d|g |ts Of your SSN Purpose: This feature allows you to request your new Password. Please enter information in the following fields.
e First 4 letters of your last
2 name
-
€OPF ID:

CI'Ck the Sme't buttOI’] Last 5 digits of your SSN:

67890)
First 4 letters of your last name:

The Answer Security Question
page displays, requesting an

answer to one of the Security e
Questions that you chose.

Enter the appropriate response.

To complete your identification process please answer the following security question.
3 Click the Submit button.

What is the name of your favorite childhood friend?
Cancel
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Step ‘ Action Screen Shot

The Request a New Password R
page displays stating that your
request has been submitted for

processing_ Your password request has been processed and an email will be sent to you with a temporary token and instructions to reset
your password. Please make sure you check your spam or junk email folder. If you did not receive an emall, please contact the
helpdesk at stephen.carr@opm.gov for assistance.

4 Click the Click here to return to

| 0 g | n p ag e ||nk DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

An email is sent to the email This omail is to notify you that a requost to changs your eOPF passvord has besn made.

1 H Pleaso click on the link bolow. You be asked to provide your usorname and the 12 digit token below.
address of record in eOPF with ST el o e Rt A o P :
a URL I|nk, a tOken, and [::t;nf\:-gi;i;::-:ﬁé;fg-?:;igzizjyzcraccvraﬂuv.:d.awmwa'.-na:x {example} ]
instructions. The token is valid TE you dld not initiste this change, please contact the helpdesk at 856-275-0518 o copf_hditelesishq.com for
5 for 15 mInUteS- The oOPF systom is impleomented in sccordance with the Privacy Ast of 1974, 5 U.8.C. € 552a to safesguard infermation
from unauthorized use. However, as hard as we try, sometimes information is erronecusly stored. In the event an

. . enployee who accesses his/her personnel file discovers amother person®s information in their der, hefshe should
C“Ck the URL link immedintely centact the eOPF Help Desk (dial B66-275-8518 or email eopf_hditelesishq.com) ragarding the error se that
. corrective measures can be taken. Any employee who knowingly and willfully discloses perscnal information pertaining

to other individuals, in any manner, to any person or agency not entitled to receive it, may be found guilty of a
misdemeanor and fined.

Please contact the eOPF Help
Desk if you do not receive an
email with the URL and token.

The link opens the Reset Your
Password page. Type in your
eOPF ID.

Reset your password

Please enter your ¢OPF 1D and Token to Reset your password,

Copy the Token password from Note: The token will expire within 15 mi of ing your p d.
6 the email and paste it into the ST
Token field. m,.;[ ]

Click the Submit button. Cancel

The Please reset your
password page displays. Please reset your password

Enter a password that meets purpose: Picase e d below and click on “Reset P
your agency’s security ; .

guidelines in the New
7 Pas SWO r-d f|e|d , then again in Note: Password must contain at least one upper-case letter, one lower-case letter, one number and one

. special character and must be at Jeast 12 characters in length.
the ReType Password field.

. New Password :
Click the Reset Password RaTypa PRawaed >

the Logon page. Use your newly cre

button.
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Step Action Screen Shot

The page refreshes, displaying
the eOPF Logon page.

Use your eOPF ID and your new
password to logon to eOPF.

IO
8 suDMT CLEAR
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Part 3: Change Security Questions and Add Custom Questions

Step ‘ Action Screen Shot

eOPF lets you change your security
guestions at any time. Welcome to the eOPF System

From the eOPF Welcome page, senneore_, [REEHEE
click the My Profile button.

System Admin
Croate SF75

1 Print Folder

Print Status

Batch Print

User Info:
Reports
’ .

From the Who Am I? page, click ==,

the Change Security Questions WhoAMD? :

tab.

Purpose: The WhoAmI? feature provides a quick read-only listing about your account.
oK
Full Name: FRED BECK
Birth Date: 06/22/1965
Emadl Address: FREDEECKISAGMAL COM
2 PO ID: 12611
Org Code: BS
Activity code: VA
Group(s): «OPF_USERS, ¢OPF_HR_SPECIALISTS
Folder Side{s) Accessible Payrol, Performance, Permanent, Recrutment, Retirement, Review, Securfty, Temporary, Training
In Your cOPF:
Folder Side(s) Accessible Benefits, Cancellotion, Data Integrity, Deleted, 1 9, Medical, Miscefancous, Overseas, PCS Travel,
In Other eOPFs: Payroll, Performance, Permanent, Recrutment, Retirement, Review, Security, Temporary, Training,
Transferred, test

PO ID(s) Managed:
Folder Status: ACTIVE

The Change Security Questions Whokmi? | Ganeral Prelerancas | Warkdiow Praferences || Change Email | Emargen e

page appears. Click the drop-down Change Security Questions :

menu arrow and select the security
guestion you would like to change.

Purpose: The ch

Type in the answer in the box to the

right of the question. e
Personal Question 1: In what city did you meet your spouse/significant other? V| Green
3 Security question answers are not Persoeal Quastion 2 ] George
validated for format or correctness pubm) aeetn > I | E—
(i.e. state, numbers, or dates). Helsesk oestons
Maximum length for an answer is Helpdesk Questcn 1: maid o
35 characters. Hekpdack Questcn 2 ¥ Houston
Helpdesk Question 3: What is your dream car? V| Yellowstong| x

Update Cancel
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Step ‘ Action Screen Shot
You also have the ability to create WioARI? | Ganeral Praterences | Workliow Pratereivoes | Changs Emall| Eimergency Data | Crange Pavswerd IR s
custom questions for Personal Change Security Questions :

Questions; however, custom
guestions cannot be created for
Helpdesk Questions.

r select a different
are added to the list of
@0PF ID. The Helpdesk

Click the drop-down menu and e

select Write your question. Once
selected, a blank question field is

4 ,

added, allowing you to type your

Personal Question 1:
Personal Question =

Personal Question 3:

Specty your Question: | T
custom question. Click Add. R
Once a custom question is created, IO vt ;| [otat o el ronimetiers mekien ene? =
it will always be listed in the drop- s s s e et S
down menu. Maximum length for a s—— e
question is 100 characters. There

is no limit to the number of custom
guestions you may create.

To save, click the Update button Holpdesk usions
below the questions. Helpdosk Question 1 g e
5 Helpdesk Question 2: | Houston
Hedpdesk Question 3:

] Yetowsions| x

Cancel

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF screen
or contact the eOPF Help Desk:

Email: eopfhelpdesk@opm.gov
Phone: 1-866-275-8518
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